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Phishing attacks are on the rise says a recent study from the UK payments industry association APACS.  Should banks stop sending emails that confuse the situation?  While users of routinely told not to give their PIN number or login credentials, most banks are still sending emails to customers that contain links they want customers to follow.  Should banks make the investment to create secure channel to communicate with customers?  If not should customers go back to calling 800 numbers?  **When I was at RSA Conference Bank of America said they do not use deep links in their emails but only link directly to their main site.**  The article brings to light the disappointment of this new banking code because users have to “always be suspicious of unsolicited emails that claim to be from your bank.” (Alex)
http://www.virusbtn.com/virusbulletin/archive/online-banking-comment
…and some more on phishing.  Fly phishing is what they’re calling the new angle of not providing a link to a phish site but rather telling you that you need a digital certificate or other component to continue use or ensure your security.  The component is actually malware with a keylogger, and they simply capture your credentials whenever you sign on to an online account.
http://www.f-secure.com/weblog/archives/00001428.html
Check out what a Botnet looks like!
Researcher David Vorel mapped interconnected , bot-infected IP Address to create a geometric representation.
http://www.csoonline.com/article/348317/What_a_Botnet_Looks_Like
Will companies make the jump now to Vista since SP1 is out or will companies resist the migration and stick with XP SP3?  The article points out: “Windows XP SP3 is the best Windows PC operating system I've ever used. In contrast: Windows Vista SP1 will finally run on one of my computers without any ongoing problems.”  Cool features in XP SP3 include Network Access Protection (NAP), which works with Windows Server 2008; a security checkup protocol.  “It blocks any PC from joining a Server 2008-based active directory (AD) unless it meets the server’s security update policy standards.
http://www.cio.com/article/346263?source=nlt_ciodevarch
Hundreds of laptops missing at State Department
Up to 400 laptops are unaccounted for by the department’s Anti-Terrorism Assistance Program.  The article points out that “Anti-Terrorism Assistant Program is administered by the State Department’s Bureau of Diplomatic Security (DS), which is responsible for the security of the department’s computer networks and sensitive equipment, including laptops, among other duties.”  The main complaint was the lack of good records of its inventory.
http://www.cqpolitics.com/wmspage.cfm?docID=hsnews-000002716318&cpage=1
Network and Application Penetration Testing required by PCI updated… 
“Penetration testing is different than the external and internal vulnerabilities.”  A vulnerability assessment simply identifies and reports noted vulnerabilities, whereas a penetration test attempts to exploit the vulnerabilities to determine whether unauthorized access or other malicious activity is possible.  Penetration testing should include network and application layer testing as well as controls and processes around the networks and applications, and should occur from both outside the network trying to come in (external testing) and from inside the network.  (Ok, so what happens if you “verify” the vulnerability with an exploit and hose your production system?)
http://www.darkreading.com/document.asp?doc_id=152115&WT.svl=news1_1
https://www.pcisecuritystandards.org/pdfs/04-22-08.pdf
https://www.pcisecuritystandards.org/pdfs/infosupp_11_3_penetration_testing.pdf
The Association of Corporate Travel Executives (ACTE) is warning members “and all business travelers to limit proprietary informing on laptop computer when crossing US boarders.”  ACTE issued the warning after an April 21 federal appeals court decision that “gives customer officials the unfettered authority to examine, copy, and seize traveler’s laptops - - without reasonable suspicion.”  The decision covers a range of electronic devices: laptops, cell phones, handheld computers, and digital cameras with USB drives.  Ever read “1984”?  <unfettered authority to examine, copy and seize – without reasonable suspicion.>
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9081358&source=rss_topic17
http://www.theregister.co.uk/2008/05/01/electronic_searches_at_us_borders/print.
html
ACTE’s advice to business travellers states:
1) That you should not carry any confidential, personal information that you do not want examined by third parties on your computer – or other electronic devices. This includes financial data, photographs, and email stored on computers, wireless phones, Blackberries, or iPod-type devices. 
2) That you should limit the amount of proprietary business information you carry on your computer, and that it be transmitted before crossing the border so you have access to it in the event your unit is seized.
3) If your laptop also serves as your major home computer, get another one for travel purposes.
4) The Association of Corporate Travel Executives is not advising travellers to hide data from U.S. border authorities, but to take steps to minimize the impact of its loss, or the inability to access it, in the event it is seized.
At the association’s Global Education Conference in Washington, D.C., 18-20 May 2008, ACTE will hold a Global Symposium on data privacy, addressing the issues of laptop seizures. Press registration for the symposium and the conference is complimentary, and can be accessed at https://www.acte.org/events/washington_08/register.php.

For more information, please visit the ACTE website at http://www.acte.org/laptop_seizures.php.

Researchers demonstrate new place to hide root-kits.  This root-kit is hardware specific and I’m not sure if it survives reboots (the article never mentions if the kit gets copied into non-volitile storage, but it just goes to show that even when you think there’s no place left, people will find a way.  Stay tuned for the Black Hat presentation for more details. http://www.csoonline.com/article/355563/BLACK_HAT_Hackers_Find_a_New_Place_to_Hide_Rootkits
Backscatter: when forged spam comes back to you.  We’ve been seeing this personally.  Spam emails will appear to come from a valid email address from within our domain.  When the recipient email is invalid, has a full mailbox, etc., the server message goes to you.  This can be very confusing to your employees if their addresses are the lucky ones used in the spam.  Usually this only lasts for about a day.
http://www.csoonline.com/article/347515/_E_mail_Bouncebacks_You_ve_Been_Backscattered
Take aways from SANS 2008.  (OK, one take away now, more to come later.)

From Rob Lee’s MythBusters Incident Response and Computer Forensic Myths: A single pass is sufficient for wiping modern hard drives.  Remember the Gutmann paper on recovery of previous data from a hard drive by electron microscope?  (http://www.usenix.org/publications/library/proceedings/sec96/full_papers/gutmann/index.html)   Check out page 19 of the 2006 NIST Guidelines for Media Sanitation. (http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf).   Also, an article discussing Gutmann’s claims: (http://www.nber.org/sys-admin/overwritten-data-gutmann.html)

(Current drives are just too dense.  Gutmann’s paper was “theoretical.”  Bottom line: a single pass OVERWRITING ALL DATA BITS of a hard drive will render the data unrecoverable.  If the drive has errors on it or fails to power up then it cannot be completely erased and should be physically destroyed.  Interestingly, a hard drive from the shuttle Columbia was recovered.  It was older technology and took the company a long time to recover.  Very cool pictures, too!  (http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9083718)

Another note worthy article:

http://www.businessweek.com/magazine/content/08_16/b4080032218430.htm
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