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1) Even the NSA can have DNS issues.  
One clear problem is that the NSA’s DNS server are hosted on the same machine, which also has their web server for the NSA’s National Computer Security Center.
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9085940
2) Comcast.net gets warned, then owned.  
Two hacker from the Kryogeniks group took over Comcast.net and could have listened to ports for gathering username and password but the hackers said they didn't.  Both hackers have been raided by law enforcement before.  "Defiant" and "EBK" are saying they hijacked the DNS from Comcast using a combination of social engineering and "a technical hack" to get access to Network Solutions domain management although "they declined to detail their technique, but said it relied on a flaw at the Virginia-based domain registrar."  Susan Wide a spokeswoman for Network Solution disputes the hackers' account saying "we now know that it was nothing on our end.  There was no breach in our system or social engineering situation on our end."  [Picture Dr. Evil lifting his pinky to his lip and saying “Right.”]
http://blog.wired.com/27bstroke6/2008/05/comcast-hijacke.html
Additional Links:
http://blogs.pcworld.com/staffblog/archives/007034.html
3) Crossing borders with laptops.  (Better leave your data behind.)
Hide all your data… if you’re taking your laptop into the US:
http://www.guardian.co.uk/technology/2008/may/15/computing.security
4) SSH scans on the rise.
Brute Force SSH Attacks more common.  Normal figures were 2,000 and current statistics showing close to 10,000 SSH attacks.
http://isc.sans.org/diary.html?storyid=4408
http://www.scmagazine.com/uk/news/article/809222/brute-force-ssh-attacks-surge/
This may be why: Debian OpenSSL predictable random number generator flaw:
http://www.debian.org/security/2008/dsa-1571 
5) Few Expected to make June 30 PCI deadline for Web application security.
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9085038&source=rss_topic17
6) Online fraud and liability.
Should Customers be Liable for Fraud?  British Banking Codes says YES.  “Many customers have not been educated to maintain a high enough level of vigilance when it comes to security.”  Section 12.11 says, “If you act without reasonable care and this causes losses, you may be responsible for them.”  How can you prove that you kept your PINs and account details secret?  Users have to be responsible for using anti-virus and anti-spyware software and firewall…
http://www.securitypark.co.uk/security_article261598.html
http://www.bba.org.uk/bba/jsp/polopoly.jsp?d=348&a=13157&artpage=all
7) 20% of U.S. population has never received spam.
Ok, so really it’s 20% of U.S. Population has never used Email.  “One-fifth of all U.S. households are disconnected from the Internet and have never used e-mail, according to research firm Parks Associates”:
http://www.pcworld.com/businesscenter/article/146019/20_of_us_has_nevers_sent_email.html
8) Owning and trashing your network gear.
PDOS – Permanent Denial-of-Service was demonstrated by researches from HP Security Labs at the EUSecWest security conference in London.  “Phlashing” “as it’s being referred to, focuses on exploiting network-enabled firmware updates, making use of a fuzzing tool that tricks hardware into flashing anything from back-door access to a corrupt image, causing complete and permanent hardware failure.”  (Did you notice Cisco’s out of schedule updates?)
http://www.engadget.com/2008/05/20/phlashing-pdos-firmware-attack-could-permanently-disable-hardwar/
http://www.darkreading.com/document.asp?doc_id=154270&WT.svl=news1_1
9) Thoughtless or thought provoking?
Cisco CSO says Antivirus is “complete waste of money”:
http://www.zdnet.com.au/news/security/soa/Antivirus-is-completely-wasted-money-Cisco-CSO/0,130061744,339289122,00.htm?feed=pt_auscert
10) I see you in your tea cup.
Compromising Reflections or How to Read LCD Monitors Around the Corner:
http://www.infsec.cs.uni-sb.de/~unruh/publications/reflections.pdf
11) India won’t let Blackberry drive without a copy of the keys.
They really didn’t have a choice, but it’s important to note that Blackberry is giving encryption keys to Indian Government.  Which other governments already have them?  Why isn’t their individual encryption on a per device level?
http://www.schneier.com/blog/archives/2008/05/blackberry_givi.html
12) It came from SANS.
At the SANS 2008 conference in Orlando Hal Pomeranz gave an @Night talk called
"Unix Command-Line Kung Fu".  Bring your Unix/Linux/OS X command shell scripts up to the next level by reading:

http://www.deer-run.com/~hal/UnixCommandLineKungFu.pdf
