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1) Companies still aren’t learning the formula: Unencrypted data on tapes + missing tapes = big trouble

http://www.wallstreetandtech.com/advancedtrading/showArticle.jhtml?articleID=208
400880&cid=RSSfeed_TechWeb
How do you let 4.5 million individuals data for a bank disappear?  Simple leave them in the back of a van and see if anyone takes them.  That is what happened to Bank of New York (BNY) Mellon in February.

2) In case you missed the previous story, here’s another:

http://www.networkworld.com/community/node/28453
A laptop was stolen on May 15 from an AT&T employees car containing unencrypted ‘management compensation information’ which included names, SSNs, and possibly salary and bonus information NetworkWorld.com is reporting.

3) ‘Sploit tool site sploited.  You can be impacted by your neighbors.

http://www.theregister.co.uk/2008/06/03/metasploit_hijack/print.html
Metasploit was briefly affected by ARP cash poisoning attack.  There were redirected packets coming from a compromised server on the same segment as the Metasploit server.  H.D. Moore addressed the issue by “setting a static ARP entry”.

4) Mobile phone study reveals traveling habits.

http://news.bbc.co.uk/2/hi/science/nature/7433128.stm
http://www.msnbc.msn.com/id/24969880/
Interesting note from the study of 100,000 people - 75% stayed within a 10-mile radius of home over the course of six months.  This study was done in Europe and might account for the 10-mile radius.  The interesting part was how the information could be use positively for tracing and designing transportation issues and the spread of disease 

5) ‘Navy FCU the world’s largest credit union lost a brief battle with Mother Nature  when violent thunderstorms in northern Virginia knocked out electric power at the $36 billion credit union’s headquarters, which briefly shut down the credit union’s main processing system and snapped phone service connecting to the credit union giant’s call centers and worldwide branch network.’ (http://www.cujournal.com/) Online registration required’.

6) Lessons learned from the flooding in Iowa.  

http://www.csoonline.com/article/425513/Iowa_s_Tragic_Lesson_in_Business_Continuity
It seems like every year now we continue to get an “education” in business continuity.  Hopefully, we’re all listening and learning.

7) Serious DNS flaws:  If you host your own DNS servers, check with your vendor to ensure that they are patches.  This vulnerability, which is in the way DNS servers fundamentally work and so affects all DNS servers regardless of vendor, will likely be exploited by or before August 8th, when it will be disclosed in detail in a presentation at this year’s Black Hat conference.

http://www.csoonline.com/article/428463/The_Internet_Gets_Patched_DNS_Bug_Fixed
