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News Stories

1) Virtually all Windows PCs at risk.

"More than 98 percent of Windows computers harbor at least one unpatched application, and nearly half contain 11 or more programs at risk from attack, a Copenhagen-based security company said today." Increasingly, it's the applications that are the weak link in the security chain.
http://www.csoonline.com/article/468219/Virtually_All_Windows_PCs_At_Risk_Says_Secunia

2) CheckFree DNS Hijacked.

Criminals gained administrative access to CheckFree's domain record, changed the authoritative DNS servers, and changed the IP addresses of CheckFree servers to point to a server in the Ukraine hosting malware.

http://www.theregister.co.uk/2008/12/03/checkfree_hijacked/

http://www.pcworld.com/businesscenter/article/154924/criminals_take_control_of_checkfree_web_site.html

http://voices.washingtonpost.com/securityfix/2008/12/hackers_hijacked_large_e-bill.html

3) Malicious email attachments coming back in vogue.

Hopefully, you never turned off your mail scanning and attachment filters.

http://www.theregister.co.uk/2008/12/04/zip_malware_attacks/

4) Netwitness releases free version of Investigator.  Some limitations, but worth checking out.

http://www.netwitness.com/resources/pressreleases/nov172008.aspx

5) Advances made in attacking WPA, but it's not cracked yet.

WPA was a compromise to work with the current hardware that existing WEP wireless solutions were running.  WPA2 is completely different.  WPA isn't broken yet, but if you're still using it you should consider moving to WPA2.

http://arstechnica.com/articles/paedia/wpa-cracked.ars

http://erratasec.blogspot.com/2008/11/wpa2-is-not-next-on-chopping-block.html

6) Adobe admits new password algorithm is weaker.

Built-in password protection in an application is never a substitute for real security.  However, we all know that in the real world people are sending confidential information with only Acrobat password protection.  If you're going to do this, at least make the passwords as secure as possible.

http://www.csoonline.com/article/468863/Adobe_Admits_New_PDF_Password_Protection_is_Weaker

7) Microsoft posts videos of Bluehat security sessions online.

I happy to see Microsoft making this information publicly available.  Unfortunately, you'll need to install Silverlight to see them.

http://technet.microsoft.com/en-us/security/cc748656.aspx

8) Experimental VISA smart card generates values dynamically.

This is  in the testing stages, but looks promising to reduce card fraud.

http://www.cgisecurity.net/2008/11/visa-card-featu.html

9) FTC uses "phish" to educate about phishing.

Perhaps a controversial method, but maybe this will help people.  I hope it doesn't just further confuse them.

http://www.networkworld.com/news/2008/120608-ftc-has-a-message-for.html?fsrc=rss-security

