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Happy Birthday CUISPA Podcast!  While we actually started in November 2007, we’re taking a moment now to recognize 1 year of podcasting.

I. News stories

1) Top 9 Network Security Threats in 2009.  It’s that time of year again to make predictions for 2009 (and see how well the 2008 predictions have fared.)  Compare this list to your list to see if you’ve missed anything.  

http://www.csoonline.com/article/472866/Top_Network_Security_Threats_in_

2) Researchers use MD5 collisions to spoof SSL certs.  

http://www.theregister.co.uk/2008/12/30/ssl_spoofing/

3) Wire Transfer Businesses often run on PCs infected with malware.  Two take-aways here.  First, the people utilizing these services need to find better solutions.  If your CU serves the underserved, it’s an opportunity for you to do help these people out (an maybe generate a little revenue as well.)  Second, systems capable of performing wire transfers are desirable targets for criminals, including systems within your own CU.

http://arstechnica.com/news.ars/post/20081215-wire-transfer-security-disturbingly-poruous-vulnerable.html

4) Google releases Browser Security Handbook.  It probably isn’t something you can “recommend” to your members, but may be worth a look at for hardening the browsers in use within your own organization.
http://code.google.com/p/browsersec/wiki/Main

5) Cracking passwords faster with GPUs.  If you haven’t heard about this already, this is something you should be aware.  Whether or not you do any of your own testing, you need to be aware that cracking is likely to get significantly faster.  One thing you can do is ensure that your password policies require significantly complex passwords (or, ideally, long passphrases.)

http://erratasec.blogspot.com/2008/11/graphics-cards-are-for-cracking.html

6) Follow up on the CheckFree exploit.

http://www.internetnews.com/security/article.php/3791341/Several%2BAttacks%2BBehind%2BCheckFree%2BData%2BBreach.htm

II. Phishing Hole

As phishing evolves, a growing trend is to push out malware with the email, telling users it’s a necessary patch to continue to access a financial institution, Fed Ex or UPS, etc.  You may want to stress to your members that you will never email them any security patches for their online access.  Yes, it’s similar to what you’ve been telling them all along (we’ll never ask you for personal information) but it’s just different enough to snag a bunch of people.  Story is at: http://www.csoonline.com/article/472015/As_Phishing_Evolves_Criminals_Switch_to_Malware

Question:  Why does it seem that only the Northeast United States is having issues with SMISHING?  If you’re a CU in the central or western parts of the US and have being SMISHED, please let us know.

Reminder…

As you may recall, last year at this time, fraudsters attempted to take compromise Heloc accounts from different CUs trying to wire out hundreds of thousands of dollars.  Fraudsters often will attempt large scams during times when there is a high demand for service.  The holiday season is definitely one of those times.  Adding to the difficulty of delivering service is a reduced staff due to vacation days.  Finally, with the economic downturn, expect to see more crime in 2009.

http://news.bbc.co.uk/2/hi/technology/7797946.stm

III. Tech Segment

How do you keep up with your users in your Windows domain?  Are you aware of the free tool from Somarsoft called Dumpsec?  (http://www.somarsoft.com/)
Dumpsec can be used to audit your domain, giving information including groups and users.  Let’s focus on Dumsec’s ability to provide us with a list of user information for our domain.  

Download Dumpsec from the somarsoft web site and install it in c:\Program Files\SystemTools.  You can now use the following command to retrieve information about your users.  (Note that {domaincontroller} should be substituted with the machine name of a domain controller in your domain, such as server1.

C:\Program Files\SystemTools\dumpsec.exe /rpt=users /computer=\\{domaincontroller} /showtruelastlogon /saveas=csv /outfile=c:\users0001.csv 

/rtp=users indicates we’re selecting a report on users, /computer= is where we specify the name of the domain controller we’re going to get the information from.  /showtruelastlogin will cause Dumpsec to query ALL of your domain controllers.  Remember that in Active Directory, a user can be authenticated by ANY of your domain controllers.  They only way to determine when a user last logged on is to check all of them.  Note that this will make the command take significantly longer to run.  Also note that I’ve seen Dumpsec hang in certain situations, where a domain controller wasn’t available when it was trying to query it.  However, running such a report every day, this failure is extremely rare.

You can take this a step further and automate it with a batch script.  I’ll leave this up to you to do.  I’ve used a utility called Macro Scheduler to automate my report and add some additional functionality, but it could have also been done with a batch script.  Macro Scheduler is a commercial program (available at www.mjtnet.com) that lets you automate many tasks and has many uses beyond this example.  

REM> Remote Access Report

REM> JGB - 11/27/2007

REM> Last updated - 11/26/2008

DeleteFile>C:\users0001.csv

DeleteFile>C:\userstemp0.csv

Let>RP_WAIT=1

REM> Run the external program DUMPSEC.EXE to extract the data from a domain

REM> controller within Active Diretory.

Run Program>C:\Program Files\SystemTools\dumpsec.exe /rpt=users /computer=\\{domaincontroller} /showtruelastlogon /saveas=csv /outfile=c:\users0001.csv

Label>WaitForFile

REM> Wait loop until output file is created

Wait>2

IfFileExists>C:\users0001.csv,,WaitForFile

LABEL>HERE

WAIT>5

DeleteFile>C:\userstemp0.csv

DeleteFile>C:\remotereport.txt

Let>FileName=c:\RemoteAccessReport

Month>OutputDate

Day>TempDay

Year>TempYear

Concat>OutputDate,TempDay

Concat>OutputDate,TempYear

Concat>FileName,OutputDate

Concat>FileName,.csv

DeleteFile>%FileName%

Wait>1

Let>RunLine=c:\dumprem.bat

Run Program>%RunLine%

Wait>5

Let>RunLine2=c:\dumprem2.bat %FileName%

Run Program>%RunLine2%

Wait>5

Label>MAIL

SMTPSendMail>recipient@yourdomain,{yourmailserver},{fromemailaddress@yourdomain} ,Automated Remote Access Reporter,Automated Remote Access Report %OutputDate%,Remote Access Report - %OutputDate% attached.  Here is a report of current user activity.  CSV attachment can be opened in Excel.,%FileName%

DayOfWeek>Today

REM>If you only want it to email once per week (or want to send it to someone else once per week) then use the following section.  The DayOfWeek function retrieves the day number, where Sunday = 1, Thursday = 5, Saturday = 7, etc.  Here, we’re sending the report on Thursday.

If>Today=5

 SMTPSendMail>recipient@yourdomain,{yourmailserver},{fromemailaddress@yourdomain},Weekly Automated Remote Access Report,Weekly Automated Remote Access Report %OutputDate%,Remote Access Report for %OutputDate% attached.  Here is a report of current user activity.  The .csv file attached may be opened in Excel.,%FileName%

EndIf 

IV. Cooltility (Cool + Utility = Cooltility)

Ever find a useful YouTube (or similar video site) video that you’d like to have on your system or be able to incorporate into a presentation?  While there are some various utilities and programs for doing this, one neat website that offers this ability is Keepvid.  Just paste in the URL for the YouTube video, select whether you want FLV (flash video) or MP4 video as your download format.

http://keepvid.com/

