CUISPA Podcast # 20 




Recorded January 24, 2009

Panelists: John Brozycki, Alex Rams

Questions, comments, or something you’d like us to cover?  Contact us at: podcast@cuispa.org

I. News stories

1) Conficker/adupdown compromises many millions of PCs

Conficker infection rates have reportedly gone way up in the past week.  What can you do?  First, make sure you’re patched against MS08-067.  Second, make sure your antivirus, antimalware, and any network filtering systems you may have are all up to date.  Third, review network shares and make sure you don’t have any “obvious” passwords used, as Conficker comes with a list it uses to guess.  USB mass storage devices should be blocked or limited, but if you do use them then autoplay should be disabled in the operating system.  Finally, if you do get infected, Conficker attempts to connect out to an algorithmically determined list of domain names, changes of which are determined by the calendar.  F Secure has been publishing a list of these, week by week.  Add them to you URL filtering solution.

http://security.blogs.techtarget.com/2009/01/21/confliker-downadup-worm-hype-get-the-facts/


http://www.sophos.com/blogs/gc/g/2009/01/16/passwords-conficker-worm/
http://www.f-secure.com/weblog/archives/00001582.html
2) Top 10 Security Breaches of 2008 and what we have learned…

“From Hannaford to Countrywide to the Bank of New York Mellon, 2008 has been a year of high-profile security breaches in or impacting the financial services industry. Here's our list of the top 10 - and lessons that should be learned, so we aren't back revisiting these issues in '09.”
http://www.bankinfosecurity.com/articles.php?art_id=1120&opg=1
3) Hackers Might Have Helped in Deforestation
Here is a good example of how hacking can in fact impact our physical environment.
http://news.bbc.co.uk/2/hi/technology/7783257.stm
4) Yet One More Follow up with CheckFree

CheckFree is beginning to notify more than 5 million people that may have been redirected to a site hosting malware when service between 12:35 am and 10:10 am on December 2, 2008.  Depending on how your CU is integrating CheckFree members may not have even know if the were redirected during that period.  To summarize; the Ukraine website attempted to install a password-stealing malware on the redirected computer.  The attackers managed to log into Network Solutions, CheckFree’s Internet domain registrar and check the DNS setting to conduct the redirect attack.


http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=security&articleId=9125078
5) TJX Hacker Sentenced to 30 years in Turkish Prison

It’s good news when they catch the bad guys and great news when they sentence them.  Here’s hoping that this is a sign of things to come and that it provides some kinds of discouragement to future criminals.

http://www.darkreading.com/security/attacks/showArticle.jhtml;jsessionid=YZHRRJQF5XBLCQSNDLRSKHSCJUNN2JVN?articleID=212701407
6) Gas Pump Update

Visa is requiring new gas pumps installed in the US that accept debit cards as a form of payment to be equipped with a PIN pad that supports Triple DES encryption to protect customers from fraud.  This includes updating point-of-sale systems.  (There’s been a lot of fraud related to this, especially in the state of Florida.)
http://www.computerworld.com/action/article.do?command=viewArticleBasic&arti
cleId=9125261&source=rss_topic17
7) More on MD5 Hashes

More info on the concerns for MD5 hash “collisions” and the impact on digital certificates.  This article does a much better job than previous articles in explaining the concerns.  Quick takeaways: if you’ve purchased a digital certificate from a vendor who only uses MD5, contact them immediately to see if you can get it updated or transfer to another vendor.  Security tools and browser plugins are already alerting on digital certificates that only use MD5.  If you use MD5 hashes for file verification or forensics, you’re probably OK for now, but a good idea might be to add a second hashing algorithm (like SHA) or replace MD5 with same.

http://www.arstechnica.com/news.ars/post/20081231-theoretical-attacks-yield-practical-attacks-on-ssl-pki.html
8)Twitter Hack

Teenage hacker admitted to accessing the Twitter admin system with the use of brute force password attack.  The Twitter system did not lock out after a number of failed attempts.  This gets missed all too often.  Takeaways: Check your systems, especially web based, to ensure you have a lockout value.  Also, if you use the same userid and password combo for many sites and one of them doesn’t have a lockout value and your credentials get compromised, there’s always the possibility your accounts on other sites will be compromised as well.

http://blog.wired.com/27bstroke6/2009/01/professed-twitt.html
9) Heartland Data Security Breach
The New Jersey based Heartland Payment Systems acknowledged a data security breach that may affect tens of millions of payment cards.  The breach occurred in 2008 and only affected data in the breach were names and/or numbers associated with payment cards.  Heartland says no merchant data, Social Security numbers, address or phone number were compromised.  Investigators found malware lurking on Heartland’s network.

100-million transactions are processed per month and a lot of the transactions that are processed by Heartland are “offline” swiped card transactions from retail stores and restaurants.  You be exposed without ever using your card number online.  Many expect this to be the largest card breach to date.  We’ve heard it reported that Heartland had just completed a PCI compliance exam a month before the malware was installed.

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126345&source=rss_topic17
http://www.msnbc.msn.com/id/28758856/
http://www.2008breach.com/
II. Phishing Hole

Phishing appears to be on the rise, with many CUs getting hit for the first time in recent months, or being hit for the first time in a long time.  Let’s review some of the steps you may want to take when dealing with a phish.

1) Create an email address or means of communication before the phish occurs.  You probably want to have this go to a pager, smart phone, or other means of contact outside of normal business hours.  (Phishers frequently start campaigns after hours and on weekends.)  You may want to advertise the email address on your web site so that members have a way to tell you about phish.  If you’re concerned about spam, use a form with some kind of captcha.

2) If you have a vendor that does phish takedowns, contact them immediately.  They will probably handle reporting your phish to the feeds that browsers use (check with them to make sure) but if they don’t you can do this yourself at step #2.

3)  Report confirmed phish to an entity that provides a feed for browsers.  Examples are the Antiphishing Working Group’s reporting page at (http://www.apwg.com/report_phishing.html) or direct email address at reportphishing@antiphishing.org.  Additionally, if you use the Netcraft Antiphishing Toolbar (toolbar.netcraft.com) you can submit a phish through the toolbar.  As most users now have updated browsers that use these feeds, the sooner you can get the phish URL reported, the sooner your members will get a warning if they click on the link in Internet Explorer, Firefox, Opera, and some other browsers.

4) Post messages on your web site and on your phone system.  If members are suspicious of something they purportedly receive from you, they are likely to call you or check your web site.

5) Examine the original phish message if you are able.  (Ask members who report it to forward it to you if you don’t have a copy.)  Review the full message header to see the reply to and from fields.  These will be faked to look like they came from you, but rarely use a valid email address.  If possible, create a mailbox or alias to accept emails to this address.  If the domain isn’t yours but is similar, you may want to consider registering it if it’s not already owned.  This allows you to receive “blow back” or messages that are sent in reply to the phish message, included delivery errors, out of office and autoreponder messages, and questions if the member does a reply.  You can also set up your own autoreply message for this mailbox alerting of the phish and how to contact you for more assistance.

6) If the email address used is fake but still in your domain, the messages will still hit your mail server.  Examine your system and see if there’s a way you can alert on a high number of inbound messages hitting the same invalid address. 
7) While the phish is still up, document it by taking screen shots and, if possible, saving the source HTML for each page.  Keep in mind that the page may additionally be hosting malware, so use a dedicated system or a virtual machine to view.  Alternately, you can use a web site copying utility or command such as CURL or WGET to copy down the source.  Having this can help you identify similar attacks in the future, can be used for internal education purposes, and may be useful to law enforcement if you involve them.  Review the source HTML and see if there are any references to your real site or images that you host.  Some phish don’t host their own images, referencing yours instead.  This gives you the opportunity to duplicate your site’s image, rename it, and then change the image that the phish is referencing to something alerting your members that this is fraudulent.

8) If you don’t have a vendor that handles phish takedowns, you can try to do this yourself, but this can be a tedious and involved process which we’re not going to talk about here.  Instead, you can try getting help from a volunteer antiphishing group.  While CastleCops no longer operates, you may want to check out PhishCop (http://www.phishcop.net/) and submit your phish there.  Keep in mind that as voluntary efforts, there’s no guarantee when or how quickly they will be able to address it.

9) Pay attention to any losses or fraud that start occurring immediately.  It may help indicate a weakness in your procedure or operations that caused you to be targeted.  If nothing else, keeping track of losses associated with phishing will allow you to justify budgeting antiphishing resources.

10) Do a post event follow up.   What did you do well?  What could have been done better?  What was different about this phish from any other previous phish that you’ve encountered?  What do you need to do to adjust for this phish?

Final tip: voice phish are extremely difficult to track down, especially with phone number portability.  Your best bet for vish or voice phish is to have a vendor.  If you don’t, consider contacting your state police cybercrimes team.  They will have access to databases and tools that you do not.

III. Tech Segment
Microsoft DOS shutdown command: Enables a user to shutdown a Windows XP computer from the command line as well as perform additional features that are not available through Windows.  The example below is for a single remote XP computer.  You will need to make sure you have Administrative access to the computers you wish to shutdown for this tech segment.
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-s
Shutdown the computer

-f
forces running applications to close without warning

-m
Remote computer to shutdown/restart/abort

-c
"comment" with a maximum of 127 charters

-t 
Set timeout for shutdown to xx seconds
Add the line below into a Windows Batch File:

shutdown -s -f -m \\192.168.1.100 -c "Computer is Shutdown for the Night" –t 120

Add multiple lines into a Windows Batch File for Shutdown more computer:

shutdown -s -f -m \\192.168.1.100 -c "Computer is Shutdown for the Night" –t 120
shutdown -s -f -m \\192.168.1.101 -c "Computer is Shutdown for the Night" –t 120

If your not one for using switches through the command prompt, then you can bring up the Shutdown dialog box by typing in:
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What I like about the dialog box is the ability to enter a batch of computers.
IV. Cooltility (Cool + Utility = Cooltility)

ImgBurn - http://www.imgburn.com/

Pulled directly off the website, "ImgBurn is a lightweight CD / DVD / HD DVD / Blu-ray burning application that everyone should have in their toolkit!"

(For Mac OS X, try Simply Burns at http://simplyburns.berlios.de/ but note that it doesn’t do Blue Ray.  You’ll need a commercial utility like Roxio’s Toast for that.)

LOOKING FOR YOUR HELP!:

During a recession it’s been said that the greatest investment you can make is in yourself. That can be difficult to do as training and travel budgets get cut or even eliminated.  If you’ve found some kind of training that is either free or inexpensive, please let us know.  We’d like to cover this in an upcoming podcast.

