CUISPA PODCAST Episode 2 – 11/20/2007
Panel: Alex Rams and John Brozycki    Contact us at podcast@cuispa.org
1. Introduction

2. News
3. End
Show notes correction: 
On the last weeks podcast I made the comment that a virgin fresh credit card is traded on the black market for $80 dollars is incorrect and is only sold for about $$0.50-$5 dollars.  What is sold on the black market between $10-$150 dollars is someone’s full personal identity.
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Last Week we talked about Certifications Training for IT Staff… This week continuing on the same topic:
Security Knowledge Is Power
A former White House cybersecurity advisor Howard Schmidt reveals how the lack of proper security training among IT professionals remains one of the biggest threats to a secure business network. Schmidt’s blog, titled "Security Knowledge Is Power," emphasizes how businesses need to focus on understanding security risks throughout the organization. A formal security certification process for IT department and network administrators is crucial, but proper security training may well need to extend to everybody in an enterprise who touches the IT network, says Schmidt.
http://www.internetevolution.com/author.asp?doc_id=138084&f_src=drnewsalert

TJX Case Reveals Unflattering Details...
TJX was found to be non-compliant with the Payment Card Industry Data Security Standard, (PCI DSS), failing to meet nine of 12 requirements; a data thief managed to transfer more than 80 GB of TJX data without TJX noticing, and in May 2006, attackers placed a sniffer program on the TJX network that went undetected for seven months. In addition, Visa International has fined TJX's card processor, Fifth Third Bank, nearly US $900,000 for "egregious" security violations.
http://storefrontbacktalk.com/story/102507tjxrevisedcomplaint
http://www.eweek.com/print_article2/0,1217,a=218242,00.asp
http://www.scmagazineus.com/Visa-fines-TJX-credit-card-processor/article/58255/
Court documents indicate that Visa was aware of TJX's failure to comply with the Payment Card Industry Data Security Standard guidelines back in 2005 and had agreed to give the company an extension until December 31, 2008. In a stroke of irony, the letter allowing the extension arrived months after the system breaches began.
http://www.darkreading.com/document.asp?doc_id=138838

Just the Basics…
Nearly everything in PCI can be considered security 101. It is therefore surprising how people are intimidated by the various PCI requirements. But PCI, like information security, is simply attention to detail and good design, combined with good project management.
http://www.cio.com/article/153751

…and TJX isn’t the only vendor with poor wireless security:
AirDefense, a wireless security company, monitored wireless access points at stores and other retail outlets in Atlanta, Boston, Chicago, Los Angeles, New York City, San Francisco, London, and Paris.  They found that a quarter of the 4,748 access points surveyed had no encryption whatsoever.  Another 25 percent of the access points used Wired Equivalent Privacy (WEP) which is easily broken.  http://arstechnica.com/news.ars/post/20071116-study-stores-put-customer-data-at-risk-with-poor-wifi-security-practices.html

Windows 2000 Vulnerability Exposes Data
A security flaw in Windows 2000 exposes virtually all information sent from a computer running the operating system, even in communications sent before the breach occurs. The flaw lies in the Windows random number generator, which is key in security and encryption routines. http://www.ddj.com/blog/portal/archives/2007/11/windows_securit.html
http://www.physorg.com/news114086937.html
Striptease for your CAPTCHA code:
The striptease is the latest attempt to defeat so-called CAPTCHA systems (Completely Automated Public Turing test to tell Computers and Humans Apart).  To see more, the viewer had to “solve” a captcha which was lifted from a website that the hackers were trying to automate a set up or registration process that presented them with a captcha.  This could be applied to financial institutions. 

http://www.msnbc.msn.com/id/21566341/
Reportedly up to 500,000 DB servers could be exposed on the Internet:
According to security researcher David Litchfield, there are nearly half a million database servers exposed on the Internet, without firewall protection.

Litchfield took a look at just over 1 million randomly generated Internet Protocol [IP] addresses, checking them to see if he could access them on the IP ports reserved for Microsoft SQL Server or Oracle's database and found 157 SQL servers and 53 Oracle servers. Litchfield then used known estimates of the number of systems on the Internet, which may or may not be accurate to extrapolate upon, to conclude: "There are approximately 368,000 Microsoft SQL Servers... and about 124,000 Oracle database servers directly accessible on the Internet." Regardless of the total amount, why are there database servers directly accessible over the Internet and whose information do tey have?
http://www.pcworld.com/businesscenter/article/139622/half_million_database_servers_lack_firewall_security.html
Chicago CoLo breached, again!

http://www.theregister.co.uk/2007/11/02/chicaco_datacenter_breaches/
Chicago-based co-location facility “C I Host”, has been robbed at least four times in the past two years.
"I can't believe a datacenter has been broken into that many times," said Nick Krapf, president of Bloodservers.com, a startup game hosting provider, who said $15,000 worth of Dell servers were stolen in the October 2 heist. "What do you got to do to secure your facility for it not to happen? We're pulling all our equipment from all their other facilities."
…and a Trucker takes out Rackspace data center:
A data center in Dallas/Fort Worth are of Texas was taken out when a truck driver hit a utility pole.  The Rackspace owned site automatically switched to backup power but chiller units failed to re-start, causing servers to go down.
http://www.theregister.co.uk/2007/11/13/rackspace_texas_truck/
Does the NSA want us to use weak cryptography algorithms?
Bruce Schneier, security expert who developed the Blowfish algorithm, speaks about proposed Random Number Generators being proposed by NIST.  One of the four isn’t very good, has unexplained seed values provided, and is only there because the NSA has pushed it.  Schneier thinks it may be there to act as a back door.  Problem is, a weakness can be exploited by the bad guys, too.
http://www.wired.com/politics/security/commentary/securitymatters/2007/11/securitymatters_1115
Happy Thanksgiving!!!

Email for Questions, Comments or Suggestions at: podcast@cuispa.org
