CUISPA PODCAST Episode 3 – 12/10/2007
Panel: John Brozycki

1. Introduction

2. News

3. Topics up for Discussions

4. Answer any questions that are coming through…

5. End Call

1. INTRODUCTION
Welcome to the third CUISPA podcast.  Today it’s just John, but hopefully Alex will be back on soon and we’re working on expanding our panel.
2. NEWS

i. TOR exit nodes can do man in the middle attacks:

http://www.teamfurry.com/wordpress/2007/11/19/on-tor/
and

http://www.teamfurry.com/wordpress/2007/11/20/tor-exit-node-doing-mitm-attacks
More info on man in the middle attacks:

http://www.contentverification.com/man-in-the-middle/index.html
http://www.sans.org/reading_room/whitepapers/threats/480.php
ii. F-Secure’s IT Security Threat Summary for H2 2007
An interesting summary of what we’ve seen in 2007, a year where malware detections equaled that of the previous 20 years!

http://www.f-secure.com/2007/2/index.html
iii. 419ers now want to send you an ATM card.  (The question may be, who’s was it?):

Subject: ATM PAYMENT DEPARTMENT
From: CHRIST <R-E-M-O-V-E-D>
Reply-To: 
Date: Thu, 06 Dec 2007 14:39:49 -0500


NOW WE HAVE ARRANGED YOUR PAYMENT OF ( $1.5Millon USD) UNITED STATES DOLLARS THROUGH SWIFT CARD PAYMENT CENTER ASIA PACIFIC, THIS CARD CENTER WILL SEND YOU AN ATM CARD WHICH YOU WILL USE TO WITHDRAW YOUR MONEY IN ANY ATM MACHINE IN ANY PART OF THE WORLD, BUT THE MAXIMUM IS ONE THOUSAND, FIVE HUNDRED UNITED STATES DOLLARS PER DAY.SO IF YOU LIKE TO RECEIVE YOUR FUND IN THIS WAY,PLEASE LET ME KNOW BY CONTACTING FINANCIAL BANK ATM PAYMENT DEPARTMENT AND ALSO SEND THE FOLLOWING INFORMATION AS LISTED BELOW.

 
1.FULL NAME.............................
2.ADDRESS WERE YOU WANT THEM TO SEND THE ATM CARD..........................
3.MOBILE PHONE NUMBER.....................................................
4.FAX PHONE.........................
5YOUR AGE AND CURRENT OCCUPATION..........................................
6.ATTACH COPY OF YOUR IDENTIFICATION.......................................


HOWEVER,KINDLY CONTACT THE BELOW PERSON WHO IS IN POSSITION TO RELEASE YOUR ATM PAYMENT CARD. 
BAR.DAN ATAGA DIRECTOR GENERAL,

 
ATM PAYMENT DEPARTMENT 
EMAIL: atm_paymentdepartment2009@<R-E-M-O-V-E-D>
THE ATM CARD PAYMENT CENTER HAS BEEN MANDATED TO ISSUE OUT YOUR PAYMENT AND YOU HAVE TO STOP ANY FURTHER COMMINUCATION WITH ANY OTHER PERSON(S) OR OFFICE(s) TO AVOID ANY HITCHES IN RECEIVING YOUR PAYMENT.NOTE THAT BECAUSE OF IMPOSTORS, WE HEREBY ISSUED YOU OUR CODE OF CONDUCT, WHICH IS (ATM-0411) SO YOU HAVE TO INDICATE THIS CODE WHEN CONTACTING THE CARD CENTER BY USING IT AS YOUR SUBJECT.


REGARDS
MR.Ben Jeff

iv. FBI touts ‘BOT ROAST II’.  

I think this means law enforcement is getting better trained personnel that understand cyber crime.  These indictments involve US citizens.  Now if we can only get some cooperation internationally.
http://www.fbi.gov/page2/nov07/botnet112907.html
v. Geek Squadders steal porn and financial information.  Many fired.

The run down of Geek Squad’s internal investigations of employees who copied data from customer PCs.  Yeah, they copied porn, but there’s also mention of an employee who had a customer’s financial information on his thumb drive.  The problem appears to have really been pervasive, and Best Buy/Geek Squad is probably not the only company in this space that’s guilty.

http://consumerist.com/consumer/insiders/leaks-how-geek-squad-investigated-its-own-porn-thieves-328654.php
vi. Cover-up? Special investigator "cures" virus with 7-stage hard drive wipe.
Why isn’t this surprising?  I think we’ve reach the point where almost no crime or investigation doesn’t involve technology and forensic analysis.  Certain savvy political groups obviously agree and have invested in secure hard drive erasing.

http://arstechnica.com/news.ars/post/20071202-cover-up-special-investigator-cures-virus-with-7-stage-hard-drive-wipe.html
vii. Top US government research labs infiltrated by hackers
Did they blow past the firewall or break in through the VPN?  No.  They sent some spear phish emails to employees and got them to run some malicious code.  Why break down the castle door when you can get someone to let you in?  This is going to be one of the biggest concerns for us, and it’s already being used against corporations and financial institutions.
http://arstechnica.com/news.ars/post/20071209-top-us-military-research-labs-infiltrated-by-hackers.html
3. TOPICS FOR DISCUSSION
None today.
4. QUESTIONS
None yet.  Send some in!
5. END CALL
Thanks for listening!  As always:

Email Questions, Comments or Suggestions at: podcast@cuispa.org
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