CUISPA PODCAST Episode 6 – 1/8/2008
“Interview with David Miller from Security Compliance Associates”
Panelists: John Brozycki and Alex Rams
In this podcast, we ask David Miller, President/CEO of Security Compliance Associates, some questions on security audits, penetration testing, security tools, and what he predicts for credit union information security in 2008 and beyond.  Many thanks to David for his time and insight.
Contact David Miller / SCA at: dmiller@sca-cu.com or visit www.sca-cu.com or http://fisolv.com/
Disclosure: (John talking) I am a customer of SCA and thought David would have some great information to share with the credit union community.  

David has written some whitepapers including “Approaching An IT Audit” and “Web Application Vulnerability Testing.”  You can check these and more resources out at: http://www.sca-cu.com/links
Here are links for some of what was discussed during the podcast:

Could your users be accessing their work PCs from outside without your knowledge using products like Mionet (http://www.mionet.com/) or GoToMyPC(http://www.gotomypc.com)?

Paros Proxy – free web application security assessment tool:
http://www.parosproxy.org/
Spike Proxy – another free web application security analyzer:
http://www.immunitysec.com/resources-freesoftware.shtml
Nessus – free vulnerability scanner:
http://www.nessus.org/
GFI Languard scanner – commercial product, but a trial is available:
http://www.gfi.com/languard/
Could your users be accessing sites that you’ve blocked?  They may be able to with any of the following sites or many others:


http://www.proxyrelay.com/
http://www.openproxylist.com/
http://www.openbrowsing.com
http://pogoproxy.info/
Thanks for listening!  As always:

Email Questions, Comments or Suggestions to: podcast@cuispa.org
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