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A little bit of history to bring in this New Year.  In 1998 we had development of Snort and Nessus and in the same year Chernobyl virus hit.  The following year Melissa worm ran across the internet and Kevin Mitnick was convicted.   In 2000 the ILOVEYOU virus hit and in 2001 we had Code Red and NIMDA worms along with the horrific 9/11 attacks that halted phone networks as people tried to call loved one in New York.  In 2003 Slammer slowed down the Net and in 2004 PCI DSS was created along with the release of Windows XP SP2.

Silent Banker Trojan

This Trojan is pretty bad , and is likely only the shape of things to come. 
http://www.symantec.com/enterprise/security_response/weblog/2008/01/banking_in_silence.html
Phishing kit for the clueless

A free phish kit that also sends the victim’s information to the kit’s authors.
http://news.netcraft.com/archives/2008/01/03/phishing_kits_take_advantage_of_novice_fraudsters.html 

http://www.theregister.co.uk/2008/01/24/phishing_kit_backdoor/ 
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Thwarting phishing redirection

Making some progress? 
http://www.theregister.co.uk/2008/01/23/ebay_thwarts_redirection_ruse/
Just Five Percent of Windows PCs are Fully Patched?
According to statistics gathered from scans of 20,000 computers whose users had registered for a free software inspection tool from Secunia, just five percent of Windows-based computers are fully patched or one in 20.  
http://secunia.com/blog/18
Antivirus comparison

Where does your solution stack up?
http://sunbeltblog.blogspot.com/2008_01_01_archive.html 
http://www.sunbelt-software.com/ihs/alex/avtestsigresults_2D2008q1.pdf
Employee silent rampage

An upset employee can cause a lot of damage.  

 http://www.theregister.co.uk/2008/01/24/disgruntled_employee_silent_rampage/
..and a failed logic bomb:  
http://www.theregister.co.uk/2008/01/09/logic_bomb_bofh_jailed/
Fraudsters targeting Credit Unions
Using sophisticated techniques individuals or groups are attempting to secure wire transfers from members’ home equity line of credit (HELOC) accounts.  The CU Times reports that Credit Unions “should put their call centers and other member-facing staff on alert to the scam, and to be particularly wary of callers asking for information that would not be available publicly.”  Most attempts have been to accounts that have been inactive or moderately used.  CUISPA is aware of over a dozen such attempts over the last two months and with the collaborative workings of all CUISPA members were able to come to a conclusion that fraudsters are calling CUs armed with “information that apparel is coming from public land records that provide such details as the existence of a HELOC account, credit lines and signature samples.”  FBI and Secret Service agencies have been notified.  All this is being accomplished with the help of “the criminals … making multiple calls to call centers seeking information such as account balances in an apparent effort to verify the intuition’s authentication procedures.”  To help with efforts of calling in the criminals are requesting personal credit reports. *did you catch the Webcast?
http://www.cutimes.com/article.php?article=35533
Bruce Schneier Open Wireless Network

Sometimes, even the experts get it wrong.  Even if this is “right for him” I don’t think this is something an expert should be recommending to others. 
http://www.schneier.com/blog/archives/2008/01/
Input for Roundtable
In one week the CUISPA Conference will be held in Austin, Texas.  There is a call for Round Table ideas.  Peer interaction and knowledge transfers occurs through good quality conversations.  The roundtables will be special interest based on asset size.  What are hot topics in at your CU?  While we are working on a list we would love to know what you think.  Let us know by emailing podcast@cuispa.org  /  help us understand what you would love to learn share and discuss among peers.

