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Private MySpace photos posted on BitTorrent:

http://www.wired.com/politics/security/news/2008/01/myspace_torrent
If you mark something as private on the Internet it doesn’t necessarily make it so.  As we continue to interact more deeply online we need to remain aware that information not directly under our control probably isn’t under our control at all.

TrueCrypt version 5 is out:
http://www.truecrypt.org/
TrueCrypt version 5 is out.  New in version 5 is support for Mac OS X and whole disk encryption support for Windows.  (I wouldn’t recommend this for enterprise whole disk encryption as it lacks management and recovery capabilities of the commercial products, but if you have to encrypt a system with no budget…) For those who don’t know what TrueCrypt is: it’s an open-source disk encryption software that does on-the-fly encryption which means the data is automatically encrypted and/or decrypted right before the software is loaded or saved.  What makes TrueCrypt cool is that decrypted data is sever stored on a disk rather temporarily in RAM.  One new feature that I have not tested yet is the ability to encrypt a system partition or entire system drive (i.e. a drive where Windows is installed).

Cold Boot Attacks on Encryption Keys
Everyone has to check out the YouTube video for Cold Boot Attacks on Encryption Keys.  A group over at Princeton University explains that DRAMs used in most modern computers retain their contents for seconds to minutes after the power is lost although DRAMs becomes less reliable when they are not refreshed, they are not immediately erased, and their contents persist sufficiently for malicious (or forensic) acquisition of usable full0system memory images.  Here the cool part, no pun intended… using a cold reboot to mount attacks on popular disk encryption systems - BitLocker, FileVault, dm-crypt, and TrueCrypt
http://citp.princeton.edu/memory/
Recovering encryption keys from RAM:

http://www.informationweek.com/news/showArticle.jhtml?articleID=206801184
Researchers claim they can recover hard drive encryption keys from the RAM of machines for a period of time after they have been shut down or put into sleep mode. I think the possibilities of doing this reliably are pretty slim, but it does point out some important concerns.  Ideally, users shouldn’t be putting their laptops to sleep.

PGP Responds to Cold Boot Attack Paper
PGP posted a response to the Cold Boot Attack paper and they go on to explain that physical access to computers is needed to take advantage of the fact that some encryption products store their keys in DRAM.  Pulling a quote from the article; “all security tools techniques … are designed to address specific threat models.  Achieving comprehensive security in any given environment requires using a combination of security measures.”   **If you have your computer in “sleep” mode and your laptop gets stolen the keys are still in RAM and claim that hibernation removes the keys from RAM.  Specifically for PGP Virtual Disk, the disk image needs to be unmounted to remove the key from RAM.
http://www.pgp.com/newsroom/cold_boot_attack_response.html
Phishers target credit unions:

http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_g
ci1299686,00.html



According to this article, one third of all phish are targeted at Credit Unions.  If, by some miracle, your CU still hasn’t been phished, heed this warning: it will be phished.  Start preparing now.

Announcing the RTM of Windows Vista SP1
http://windowsvistablog.com/blogs/windowsvista/archive/2008/02/04/announcing-the-rtm-of-windows-vista-sp1.aspx
Microsoft Acknowledges Compatibility Problems from Vista SP1
This should be a no brainer but… like any other patch SP1 should be tested on all images to make sure all apps still work because business interruptions from pushing patches and upgrades too fast never enhance the career.
http://www.informationweek.com/shared/printableArticle.jhtml?articleID=206800819
http://support.microsoft.com/kb/935796/en-us


Wireless Security Concerns:

http://www.channelregister.co.uk/2008/02/26/wpa_enterprise_pwnage/
Upgraded to WPA?  Feeling safe about it?  There are at least two things you should be concerned about.  First, if you’re using preshared keys, did you set a password of sufficient length and complexity to prevent brute force guessing attempts?  Second, are you utilizing any kind of access point authentication or could someone set up a rogue AP and get your users to connect to it?

7) Drive by downloads:

http://googleonlinesecurity.blogspot.com/2008/02/all-your-iframe-are-point-to-us.html
Some interesting statistics on “drive by downloads”, sites which host malicious content that install on a vulnerabile PC simply by viewing the site.  According to the article, they found over 180,000 sites hosting this type of malware.  This represents a serious security concern to your environment if you allow employees to surf the web.

Gmail session Id hack:

http://www.channelregister.co.uk/2008/02/01/google_ssl_sidejacking/
It turns out that the Gmail session ID, which is normally encrypted, can be recovered easily by a bad guy.  The Gmail service can easily be tricked to dropping out of SSL and passing the ID through in the clear.  Once the bad guy has your session ID, he can spoof you and access your account.  Sadly, Gmail was actually one of the most secure systems.  Think twice before logging in to your online account from that Starbucks or other open wifi hotspot.

Food for Thought… Workers Peek at Customer Data
A Wisconsin utility company WE Energies employees were accessing data about friends, family members, politicians, and others as indicated in a lawsuit.  According to the article the several years ago, WE Energies employee leaked information about a mayoral candidate.  17 people were fired between 2005 and 2007 following the incident.

http://ap.google.com/article/ALeqM5ghPenZUJTE7BfSfgQbj6RX597DEAD8V019TG0
