CUISPA Podcast #9  3/22/08 – Gone Phishing

Panelists: Alex Rams and John Brozycki
Contact us at: podcast@cuispa.org

I. News Stories:

Why try to freeze and extract the RAM from a PC or laptop to recover encryption keys when you can gain access via Firewire?:

http://www.darkreading.com/document.asp?doc_id=147713&f_src=drweekly
This would work on a PC someone has locked, and is much easier than going after the DRAMs.
YouTube video of the firewire attack.  Hard to read and I’m not sure it really shows anything, but someone will likely post a better one.

http://www.youtube.com/watch?v=5N-C5s_07Ts
Yet another data breach:
A grocery retail chain announced a major data breach and said it was PCI compliant.  Hannaford Bros. Co. based in Portland had theft of up to 4.2 million customers debit and credit cards numbers for more than 200 stores in New England, New York State and Florida.  The breach affects customers of 165 stores in New England and New York, 106 stores in Florida, and 23 independent stores that sell Hannaford products.  The data were stolen between December 7, 2007 and March 10, 2008.  Accessed illegally from the company’s computer systems during the card verification transmission process in transaction, said Hannaford President/CEO and data encryption is in place although there was no comment about whether insiders or vendors may be involved in the theft.  *SANS.org Editor’s Note (Cole): “This is a good story to show your executives if you are having trouble justifying your security budged.  The growing trend is toward trial lawyers brining suit when data are lost.”

http://www.cuna.org/newsnow/08/system031908-5.html

HYPERLINK "http://www.boston.com/news/local/maine/articles/2008/03/19/hannaford_hit_with_cl ass_action_suit_in_data_breach_1205971643/"
http://www.boston.com/news/local/maine/articles/2008/03/19/hannaford_hit_with_cl

ass_action_suit_in_data_breach_1205971643/



II. Phishing – we’ll discuss voice phish, phish messages sent via SMS to cell phones, “fast flux” servers, and other phishing topics, much of it from first hand experience:

Are you being phished with a “fast flux” campaign?

What this means is that multiple systems, likely bots, are hosting the phishing site.  Taking down a single system will not stop the phish.  How can you detect fast flux?  First, it has to use a domain name, not an IP address.  (This is because it keeps updating the IPs that resolve for the name.)  You can check this by PINGing or accessing the fake site, then checking your PC’s DNS cache.  Say the site is http://www.phishedcu.org. First clear your DNS cache, then PING the site or access it in a web browser, then immediately look at your DNS cache as follows:

ipconfig –flushdns
ping www.phishedcu.org
ipconfig –displaydns

Look at the results associated with phishedcu.org.  If you see more than one entry for “A (Host) Record” then the phish domain’s DNS is responding with multiple records.  Wait about 5 minutes and do this procedure again.  You may see a completely different set of IP addresses.  Rather than try to get each host taken down, the best way to approach fast flux is to go after the DNS servers but getting the fraudulent domain “taken down.”  Start with the netsol.com WHOIS page and lookup the domain to find the authoritative name servers.  Chances are, it probably wasn’t registered through Network Solutions (and the whois will indicate this) so look for SPONSORING-REGISTRAR or REGISTRANT-ORGANIZATION.  Lookup contact info for them and request that the domain be disabled.

Mail server blowback – This is when your email server receives delivery failure messages and replies to a phish campaign because the the phishers forged the FROM or REPLY TO to an real or fake address in your domain.  It’s possible that this sudden stream of messages could cause a Denial of Service.  Plan for this now.  Additionally, if you can review logs and messages you can get a lot of useful information about the phish such as start/stop time, email domains being targeted, actual original phish emails from mail servers that include the full original email with failure messages, etc.

SMS – Short Message Service, a text messaging service for cellular phones, is now being used to sent phish messages.  Find a target institution, determine the area code(s) and local prefixes, and obtain a spam list with numbers.  Rather than a URL, a phone number may be used.

Voice phish – Instead of a URL, phishers establish a phone number.  The phone number is US or Candian based, and usually redirects to a VOIP system, possibly somewhere overseas.  The Asterisk open source VOIP phone system or other software can be installed on a PC or laptop, dedicated or compromised.   Many US companies, such as Level3, offer these services (local phone number that forwards to VOIP) and these services are being exploited.  They are very difficult to track down.

Synthisized voice utility:

"Shit-talker is a program that lets you hold a conversation over the phone with someone by making your computer talk for you.  The best part about using Shit-talker over the phone is that 8 out of 10 people don't know it's a computer. And even if they suspect it is, the idea of them holding a real-time conversation with a computer is a little out of the ordinary for most people.   Shit-talker is an attempt to improve upon the age old art of prank calling. It was written with VB3 and the code is absolutely horrible, but that's besides the point. Functionality is the key here, my friend. Programming isn't my forte', however, confusing the general public is."

http://unaesthetic.net/st/index.html
Man in the middle attack on Myspace:

"Last year at ChicagoCon 2007, Brian Wilson gave a great talk entitled "Cain & Abel: Windows Can Hack, Too!" Although the presentation and audio recording of the talk can be downloaded from the ChicagoCon site at Library, I had totally forgotten to publish his videos. Just in case things didn't go as planned during the live event or his laptop crapped out on him, Brian made a video of the MITM attack he demonstrated using Cain. You get to see how Myspace and other social networking sites are not designed with security in mind."

http://it.slashdot.org/article.pl?no_d2=1&sid=08/03/15/1242252
