CUISPA Podcast #16







8/8/2008

Panelists: John Brozycki and Alex Rams

1. Dan Kaminsky’s DNS presentation from Black Hat.  You’ve probably read countless stories from all of the major press sources.  For the real details, go to the source.  The DNS piece is bad enough, but Dan relates how other services, such as SSL, become vulnerable when DNS is vulnerable because they depend on it.

http://www.doxpara.com/DMK_BO2K8.ppt


2. French reporters at Black Hat spy on fellow reporters.  French reporters capture traffic on an “off-limits to hacking” network set up for the press, and want to post it publically on the “Wall of Sheep.”  This is not hacking, this is not helpful, and it’s not professional.  It just goes to show that where ever you are, there can always be one or more jerks, so never consider any network as “safe”.

http://blog.wired.com/27bstroke6/2008/08/french-reporter.html


3. Feds charge 11 in TJX case.  It’s good news that they’ve found most of the individuals involved.  It’s scary that they were also involved in a number of other incidents that you’ve likely heard about.  I hope this means that we’ll be getting the details sometime soon.
http://www.theregister.co.uk/2008/08/06/id_fraud_hacking_case/
4. An update on the “border laptop and electronic media” hype.  While no one wants to allow terrorists or spies through our borders, we shouldn’t have to give up our freedoms, and granting the authority to indefinitely confiscate anyone’s laptop or electronic media without cause seems like something that we should only hear about happening in communist countries.  Here’s to hoping rational thought prevails.

http://blog.wired.com/27bstroke6/2008/08/chertoff-mislea.html
5. “Fake-proof” ePassport cloned already.  Most of us in this business love technology, but understand it at least enough to know that nothing is fool proof and most ideas, no matter how good they sound on paper, need to be vetted through the “test of time” to see if they’re as good as we think they are. http://www.timesonline.co.uk/tol/news/uk/crime/article4467106.ece
6. Facebook malware attack: don’t download that video!  There are a lot of whys here.  Why let employees access Facebook from work?  Why are employees installing software?  Why are employees running with administrative privileges (they shouldn’t be able to install software)?  If you’re covered on one or more of these you should be OK.  If not, read on, block the URL listed, and get ready to do this again and again.

http://www.csoonline.com/article/442314/Sophos_Facebook_Malware_Attack_Puts_Work_Computers_at_Risk


7. “Security Woes for Enterprise iPhone” from informationweek.com. Aug. 4, 2008 by Jordan Wiens and Art Wittmann.  The 3G iPhone is out and Apple is trying to “convince IT that its flashy consumer phone is ready for the enterprise.”  Apple released a utility intended for enterprise system administrators although the there are serious security concerns and shows a lack of security awareness on the part of the company.  There is an Enterprise Deployment Guide although the Web utility for Windows is written in Ruby it comes with no uninstall capability and is a fully functional Web server that runs on TCP/IP port 3000 to be accessed from external browsers.  What gets me is the administrator account and password is set to admin/admin and is hard coded into the app.  The only question I have is how did this get past the code review at Apple?

8. How to configure and deploy the iPhone 3G for business, part 1

1) Activation Process iTunes is required for the activation although is not needed for the enterprise functionality.  With out iTunes users are unable to sync music, video, photos or Web browser bookmarks.

2) iPhone configuration: Cisco VPN, certifications on the phone, Access Point Name and setting although encryption information has to be entered after the configuration file is delivered to the phone.  The profile configuration file is sent via email or accessed via a Web server and users have the choice whether to install the profile.  The profile can be digitally signed to ensure the user of the legitimately issued.  Although over the air enforcement of Passcode policies are enforced thorough Exchange ActiveSync.  Additional information that can be entered include: name, identifier (for the profile), organization, description, and signature.  For Wi-Fi settings the SSID can be configured along with the authentication protocol although the passwords for the Wi-Fi networks cannot be included in the profiles.  Exchange ActiveSync setting can be configured and is helpful although you then have to have the Web server on the same wireless network as the iPhone devices you are connecting.  

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9110882&sou
9. Fraud proof your credit union.  A reminder that it all starts from the top down.  If management doesn’t live and preach ethics, you are unlikely to have ethical behavior.  When one “event” could ruin your organization, this is a scary thought.

http://www.csoonline.com/article/438263/How_to_Fraud_Proof_Your_Company
10. Mohave experiment.  Ok, so Microsoft can show Vista, running on systems that they’ve configured, to people that have never actually seen or used it, and they’ll think it’s OK.  How did Microsoft find itself in this position?  Why not go after people who have actually used it and didn’t initially like it and try to change their minds?  What are the chances this will change anyone’s mind about Vista?  Are you planning on going to Vista?

http://www.mojaveexperiment.com/
