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I. News stories

1) Verizon study finds staff are biggest threat to finance firms.  

Do your experiences agree with this? What are you doing to detect insider fraud?  Based on this study, I wouldn’t be surprised to see future regulations incorporating insider fraud just as Red Flags was put in place to reduce identity theft:

http://www.csoonline.com/article/453676/Staff_Are_Biggest_Threat_to_Finance_Firms_Data
2) Bad economy?  Good topic for phishing and other financial scams.

“Imagine an email about your credit union going under.  It’s easy if you try.”  (Apologies to John Lennon.)

http://www.theregister.co.uk/2008/10/12/bank_turmoil_scam_spam_spree/

3) ATM reprogramming scam.

An ATM is programmed to think it has $1 bills instead of $10s and $20s and money is withdrawn.  While the scammers were captured in this story, they were able to obtain default passcodes and programming instructions from the Internet.  It’s probably worthwhile to check with your ATM vendor to see if you could be susceptible to this.

http://blog.wired.com/27bstroke6/2008/09/two-arrested-in.html

4) On IOS rootkits.

Most of us have Cisco devices in our networks.  How to detect changes is something worth following up on.  Here’s what surprised me: Some people actually download IOS images from non-Cisco sources on the Internet to gain additional functionality without paying for it.  If you’ve ever done this, consider that the image you downloaded could have been altered to allow backdoor access.

http://www.phenoelit.net/lablog/OnIOSrootkits.sl

II. Phishing Hole

Recent phish are calling cell phones (apparently randomly predicted) with automated messages indicating fraud has occurred on the caller’s credit card.  The caller is asked to enter his or her entire card number for verification.  If entered, the caller is then prompted for expiration date and PIN.  Note that most FIs and fraud systems will GIVE the last four digits of the card number or ask for it; it’s not necessary to disclose the full card number.  Also, the expiration date and PIN should NEVER be asked for or disclosed.

III. Tech Segment

Have you ever had to stop a service on a group of servers or workstations?  Imagine that the Dells or HPs you run come with a management program that listens on a port.  There’s a major vulnerability or you decide you don’t want to use it any more.  How do you stop the service or change it to be disabled so it doesn’t run after a reboot?

STEP 1: Determine the list of machines

You can do this manually, or you can scan your network to see what machines are listening on the specific port that the service uses.  One free tool to do this is SuperScan from Foundstone.  You can set this up to search for specific ports.  It will attempt to grab the banner from ports it connects to, allowing you to verify that the service you want to stop is indeed what is running on that system.  Finally, you can easily export the results into a file.

STEP 2: Create the data file

You will likely have many machines that are running the service.  SuperScan or a tool like it will scan systems for you and give you the ability to export the IP addresses of systems found in your scan.  For this batch file to work, the data file needs to consist of one record per line, simply listing the IP address of the machine.  For example, the file “lists.txt” would look something like this:

list.txt:

192.168.1.10

192.168.1.15

192.168.2.27

Below is the batch file that will run from a Windows XP workstation.  The script needs to be executed under a domain admin account in order to have rights to edit the registry remotely and to launch a remote command.  Also, your systems must have the remote registry editing ability enabled (which is on by default unless you’ve changed it.)  Finally, the psservice utility from Sysinternals’ excellent PSTOOLS collection is used to remotely stop the service.  Acquired by Microsoft, the tools can be downloaded at:
http://technet.microsoft.com/en-us/sysinternals/bb896649.aspx
One note is that the tools under Microsoft’s control require an initial license acknowledgement before running, so you’ll have to click on “OK” the first time you run it.  Optionally, you can find an older version of the PSTOOLS collection on the Internet.

A brief explanation of the script: A for loop is used to step through each line of lists.txt, the file that has all of the IP addresses of the systems we need to touch.  The variable %%A holds the IP address for each line read.    The REG ADD command is used to create (or overwrite if it already exists) a registry entry for the service.  (Replace ExampleServiceName with the name of the service you want to stop and disable.)  We set a value of 4 hex to disable the service.  A value of 3 would enable the service.  To see an example of disabling the uPNP service, go to: http://www.pctools.com/guides/registry/detail/1131/)  In the script below, the PSTOOLS were located in c:\PSTOOLS.  If you place them somewhere else, edit the path in the last line accordingly.  Also, change the service name in the last line from ExampleServiceName to the name of the service you are stopping and disabling.  Here is the batch script:
stopsvc.bat:

@echo off

for /f %%A in (list.txt) do (

rem Add a registry entry with value “4” which disables a service

reg add "\\%%A\hklm\system\CurrentControlSet\Services\ExampleServiceName" /v Start /t REG_DWORD /d 0x00000004 /f

rem Use the PSSERVICE command to remotely stop the service 

c:\pstools\psservice \\%%A stop "ExampleServiceName")

IV. Cooltility (Cool + Utility = Cooltility)

Ever try to print out a web page article or directions, only to have the advertisements and site menu controls break your output across multiple pages horizontally AND vertically?  Print What You Like allows you to enter a URL and then easily remove sections from the retrieved web page until you are left with only what you want.  Cool.

www.printwhatyoulike.com

