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1) Google Sets up Online Broadband Testing “Net Neutrality”
While this is not directly related to Credit Unions or Security, Google and two nonprofit partners launched a Website last Wednesday to let consumers test their Internet and see if their service provider is interfering or managing traffic.  Measurement Lab or M-Lab is “specifically designed to detect interference of the kind that Comcast employed but has since abandoned” [along with] another tool … designed to detect whether certain types of traffic are being slowed.
http://www.comcast.net/articles/news-technology/20090128/TEC.TechBit.Google.Internet.Testing/
2) PwC Study: Companies Need Improvement with Data Security
PricewaterhouseCooper releases their sixth annual Global State of Information Security study of financial services companies.  PwC overall finding state that data security practices need improvement.  "Financial services firms have been leaders in privacy and security, but their policies and capabilities are being outstripped by changes in technology and business practices," said Sergio Pedro, managing director of PwC.
http://www.vnunet.com/vnunet/news/2233717/financial-firms-security-found
3) Former Fannie Mae able to Plant Malware on System
Rajendrasinh Makwana was fired from Fannie Mae on October 24, 2008.  Less than a week later malware was discovered, appended to a legitimate script which was set to activate on January 31, 2009.  When activated it could have destroyed important files.  Surprise!  “Dispite Makwana’s termination, [his] computer access was not immediately terminated.” 
http://www.eweek.com/c/a/Security/Fired-Engineer-at-Fannie-Mae-Accused-of-Planti
ng-Malware-Time-Bomb/
4) Heartland Sniffer Hid in Unallocated Portion of Disk
The sniffer that was used to steal the payment card account information was found on an unallocated portion of a server disk.  It was hidden well enough that it eluded two teams of forensic investigators before being found through a string of temp files.  “Payment security experts pretty much agreed that hiding files in unallocated disk space is a fairly well-known tactic.  But it requires such a high level of access”  “Somehow, these guys went directly to the base level of the machine (to an area)_ that was not part of the file table for the disk … Somehow, they got around the operation system.”
http://www.storefrontbacktalk.com/securityfraud/heartland-sniffer-hid-in-unallocated-portion-of-disk/
Last week we talked about taking downs of websites.  Check out www.silvertailsystems.com
below is just another story:

5) iPhones can turn into credit card terminals:
http://www.finextra.com/fullstory.asp?id=19572
6) Full-disk encryption 

Manufacturers are setting standards.  Is this good, bad, or both?  Good: having a standard, encrypting in hardware rather than software, ability to administratively require encryption, knowing that it’s on when you set up a system.  Bad: Seems to lack centralized administration, either harder for law enforcement or else government/vendors need to maintain a backdoor, inability to reuse drive if encryption key lost.
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126869
7) Interview with an Adware developer

A fascinating view into the work of an adware developer.  And THIS is by a guy who is arguably not that bad.  Gives you an idea of what we’re all up against.

http://philosecurity.org/2009/01/12/interview-with-an-adware-author 

