CUISPA PODCAST Episode 1- (11/10/2007)

1. Panel: John Brozycki, Alex Rams

How to contact us:   podcast@cuispa.org 

2. News

i. New NCUA guidelines  

“Agencies Issue Final Rules on Identity Theft Red Flags and Notices of Address Discrepancy” 

http://www.ftc.gov/opa/2007/10/redflag.shtm
The final rules are effective on January 1, 2008.  You will need to comply by November 1, 2008.  The final rules will be published shortly. 

ii. Security Training
http://www.darkreading.com/blog.asp?blog_sectionid=447&doc_id=138508
What training are you interesting in?  Which is of the highest value?  How do you get it?  Let us know what works for you, and what doesn’t, and we’ll try to cover it in a future podcast.
3.Topics

I. PASSWORDS AND PASSPHRASES

i.Graffiti as a password (http://arstechnica.com/news.ars/post/20071103-graffiti-as-password-secure-and-memorable.html)

“The basic concept behind Draw a Secret (DAS) is that humans excel at image recognition and memory, so "passwords" should be designed to leverage that ability.”
Something interesting.  We can’t rely on passwords forever.

ii.Astrophysicist replaces supercomputer with cluster of 8 PS3s

http://www.wired.com/techbiz/it/news/2007/10/ps3_supercomputer
It’s only a matter of time before hackers and organized crime start setting up clusters like this…

iii. AIX 5.3 gets > 8 character passwords (now up to 255 characters according to Oct/Nov 2007 issue of IBM Systems Magazine)

If your institution uses IBM AIX, this is great news.  Hopefully you’ll be able to get to 5.3 soon.

iv. Great Mark Minasi writeup on password length

(http://www.minasi.com/newsletters/nws0411.htm)

Mark is a great writer and speaker.  This article should be mandatory reading!

II. PHISHING


i. CUNA phone phish (we played the audio file) – An email asks you to confirm your card information with CUNA.  It includes a phone number.  Don’t call the number and give them your card info.
ii. Credit rate discount phish – a phone call from an automated system offering to lower your rate on whatever credit card you have.  Not.
iii. Trends – General (CUNA and NCUA, not specific CUs), picking up on terminology and phrasing (“we’ll never ask you for confidential information through an email”), and diverging (email with a phone number, phish that calls you, etc.)

iv. Can phish be distinguished from your normal business operations?  I.e.: offers that you may have farmed out to a vendor.  Make sure you are putting out a clear and consistent message.
Show notes correction:

Alex said that a virgin fresh credit card is traded on the black market for $90 dollars is incorrect and is only traded for $5 dollars.  What is traded on the black market for about $90 dollars is someone’s personal identity.  We were unable to find the original article from Wired but came across one from NetworkWorld.com:

http://www.networkworld.com/columnists/2007/091007-risk-reward.html
III. What kinds of fraud are CUs currently experiencing? 

Phishing?  Credit card?  Let us know!  We’d like to discuss trends and new schemes on a future podcast.
4. Call for questions and suggestions

  How to contact us:   podcast@cuispa.org
5. End 

Thanks for listening!
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